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Purpose

This document provides basic guidance for creating archives intended for long-term storage and
distribution of park data.

Scope

This document pertains to electronic/digital data sets. The preservation of hard copy archives are
presented in a separate appendix: GRSM Record Management Standard Operating Procedure. Digital
archives refer to non-changing data sets and information products that will be write-protected to ensure
against inadvertent editing. These guidelines apply to all GRSM staff, cooperators, contractors, and other
partners who are likely to generate data. The NPS Project Lead in collaboration with the Data Manager
and GIS Specialist has primary responsibility for ensuring adequate archival of project data.

Introduction

Security and longevity are two of the critical components of information management. Data longevity can
be enhanced through proper documentation (e.g. metadata) and by maintaining the data in currently
accessible and interpretable formats. Digital data must also be maintained in environments that protect
against loss from a variety of factors including: improper storage conditions, hardware failure, software
obsolescence, storage media deterioration and natural disasters (e.g. flooding and hurricanes). This
document describes how GRSM maintains and protects its digital assets to ensure their long term
security and longevity.

Relevant NPS and GRSM Policies

o GRSM will keep current with all Department of Interior (DOI) software platform migrations.
Currently the standard office software platform is Microsoft products (e.g. Microsoft Office) for all
DOI Agencies (DOI, Assistance Secretary for Policy, Management, and Budget, Findings and
Determination, September 12, 2002).

e GRSM will update and maintain datasets no more than two versions behind the current software
version — or will store the data set in American Standard Code for Information Interchange
(ASCII) format, complete with data and file documentation.

Project Archival

Electronic files should be consolidated and packaged for electronic archival when a protocol reaches
periodic milestones (e.g. annually at the conclusion of each field season) or at the end of a project (for
any short term projects). Generally, the pertinent information is contained within an organized project
folder therefore will not need much manipulation prior to archival.

The following items should be bundled together, if applicable:

e Certified data stored in a relational database housed in a Microsoft Access database that follows
the current NRDT standards (NPS, 2007);

e Clear distinction should be made between draft and final files—this can easily be accomplished
by using the Directory Structure SOP.

e Raw data in its native format— Raw data can come in many forms such as continuous monitoring
data downloaded from a logger or data from an outside researcher in its original format before
being processed for migration into one of the park’s database. Archiving these kinds of data is a
crucial step in data security and integrity as the original format can never be recreated once
processed in any way.

e An xml metadata record explaining data and the database structure in which it is stored,;

e A complete copy of the Protocol and Standard Operating Procedures (SOP) which governed data
collection and management;

e A document specifically detailing any restrictions on the use of the data based on the sensitivity
or commercial value of the data when appropriate;

o “README.TXT" file describing each of the elements.
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Other items to archive, either in project bundle or otherwise:
e Photographs — These should reside as a sub-folder or as a zipped file and if included will require

their own xml metadata records;

o Digitized copies of field sheet - These should reside as a sub-folder or as a zipped file;
e Project metadata—applicable especially for projects conducted by non-NPS researchers; GRSM
Study ID as well as project contacts should be included in the bundle.
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Figure 1. General steps for bundling data into a zipped archive

Archival

The 7-Zip archiving program or some similar program will be used to create a compressed archive file

containing the documents mentioned above.

Archival Steps:

Document archival by using the GRSM GIS and Data
Management work order system to track the task
(http://inpgrsms04tc/gisworkorder/)

Use the ‘DM: Archive’ work order product

Record the location of the folder to be archived in the
appropriate field

Use the comment field to capture your reason for
archival

GRSM Resource Management Work Order Tracker —

Create an electronic record of the files in the folder
being archived by utilizing the cmd.exe utility. Include
the resulting text file in the project folder so that the
files archived are searchable.

Example:

Open up command prompt

Type X: then enter

Change directory to the project folder:
cd X:\GIS_Projects\129 Property



http://inpgrsms04tc/gisworkorder/
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XA\GIS_Projects\129_Property>dir /S >
X:\GIS_Projects\129 Property.txt

Navigate to the 7-Zip program and browse to the
folder you plan to archive. When you have selected
the folder, click the green plus sign, “Add” to create
the archive.

High_Elev_AL_CA
JUGLNIG_Mapping
Lep_site_dbf

) LT_Veg_Monitoring
Manways
NEON_AQ_met
NRCA
Phenology_Cutputs
R_Motes
SPB_2014
Spruce_Fir

TC_Land_Man

UGA_NASA

GRSM_Veg_Mapping_2015
Herbaceous_Phenclogy

Tallasses VegMapping

TVA_Powerline_Survey_2006

Upland_Lab_Data_LEGACY

@z v:IM\eg_Monitoring), =B8] %
File Edit View Favorites Tools Help

N . T &

Add  Extract Test Copy Move Delete Info

* . VAIM\Veg_Menitoring' -
Name Size Modified E

<

LISFS Remante Sensina
[

2015-02-2617:24
2014-10-22 07:18
2015-03-18 10:42
2014-07-3015:37
2014-11-24 10:58
2015-01-1216:50
2013-08-1215:19
2015-04-1609:21
2014-06-16 09:25
2015-02-0907:12
2015-03-04 11:17
2015-04-2707:23
2015-01-1217:57
2012-07-1618:30
2013-05-01 09:23
2015-03-17 08:19
2014-08-2817:11
2014-10-01 07:20
M 5-03-1017:02

b

1 object(s) selected

2015-01-12 16:50

Name and format the archive.

Archive files will be named using the GRSM's file
naming convention (See File Naming Conventions
SOP)

Archive Format: zip—"72" is a proprietary archive file
format therefore, using “ZIP” file format files can be
extracted regardless of end user’s software.
Compression level:Default (Store)

Add to Archive

Archive:

Archive format:

Compression level

Compression method

Dictionary size:

Word size

Solid Block size:

Number of CPU threads:

Memory usage for Compressing

LT_Veg_Moritoring_Archive_20150428 zp

aip - Update mode:
[Add and replace fies -

Options
] et SF e
(| 7] Compress shared fles

2 Encryption

Enter password
2

Reenter password

1MB

Memory usage for Decompressing: 1MB [] Show Password
Splt to volumes, bytes: Encryption method ZipCiypto =
Parameters
ok | [ Caned ][ Heb
100% Testing V:\IM\Veg_Monitori ... Veg_Monitoring.zip =& =
Test the archive using the built in testing functionality Tt e e
|n 7_Z|p Remaining time: 00:00:00 Spead
Files: 6970 Processed:
Compression ratio: 48% Compressed size:
Testing =
LT_Veg_Monitoring®.
Thumbs.db
Archives: 1
| Folders: 470
Files: 6970

Size: 7134179617 (6303 ME)
Compressed size: 3441311750 (3281 MB)

There are no errors

6803 MB
11 MB/s
6803 MB
32739 MB
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Save archive folder in the appropriate subfolder (see
GRSM Directory Structure SOP) of the project to be

4 [ LT _Veg_Monitoring

. - . Compliance
stored indefinitely. -
4 | Data
» | J¢ Final
= GPS
J Output
, photos
4 | Tabular
[ Ju Archive
Once saved to the appropriate location on the server, B L TVegMonitoringArchive._20150430ip Properties B
the archive will be set to read-only using Windows
. . General |Archwe ISecurity | Details I Previous \c"ersions|
Explorer file properties
@ LTVegMonitoringArchive_20150430 zip
Type of file:  WinRAR ZIP archive {zip)
Opens with: E WinRAR archiver
Location: V:AIM\WWeg_Monitoring
Size: 320 GB (3.441,311.750 bytes)
Size on disk:  3.20 GB (3,441,315,840 bytes)
Created: Today, April 30, 2015, 34 minutes ago
Modified Today, April 30, 2015, 16 minutes ago
Arccessed: Today. April 30, 2015, 34 minutes ago
Atributes: Read-only ID Hidden
oK | [ cancd |[ ooy |
Burn compressed archive folder to an archival quality Expand
CD-R or high quality DVD-R for long-term storage = Restore previous versions
Extract files...
B Exdract Here
B Extract to LTVegMonitoringArchive_201504301
7-Zip v
[&f  Editwith Notepad++
Git Init Here.
Git Bash
Scan for Viruses...
Open with v
Always available offline
Extract All...
Send to 3 Bluetooth device
e 1, Compressed (zipped) folder
s ; E:scl::‘p;:ieate shortcut)
Reisi W@ Faxrecipient
Rename 1 Ml recipient
Properties &5 DVD RW Drive (D:)

Removable Disk (E)
Removable Disk (F:)
Removable Disk (G:)
Removable Disk (H:)
Baxter (1)

commo$ (Winpgrsmsd5vm) (M:)
commeon (\\Inpgrsms05vm) (U:)
COMMON (\Winpgrsms06vm) (V:)
GISData (WINPGRSMSOBYM) ()

L VL R T I

kstraub (\\inpgrsms0Bvmi\userss) (L:)
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Label the CD/DVD case with the project name,
GRSM Study ID if applicable, archival date, number
of discs, point of contact/ project lead, name of

individual who archive the folder and work order GRSM Long Term Veg
reference number (see step 1). Store the disc in a fire . .

proof safe until project is complete and regular Monltorlng PI’O]ECt
access to the data is no longer required. Refer to Archived Date: 2015-04-28
Archival of Physical Materials SOP (not sure what Archive By: Kendra Straub

this will be named) for guidance on archival CD and POC: Troy Evans, Joshua Albrition, Tom Remaley
DVDs in the park library. Work Order #3852

If the project is complete and the project lead no
longer needs regular access to the information the
disc(s) should be turned over to the librarian-

archivist.

CD and DVD Handling Guidelines

e Use archival media such as MAM-A Gold Archive CD-R if appropriate (for long term storage)
e Always handle discs by the outer edge or the center hole, never touch the surface of the disc
e Never write on or label the disc with markers, pens or adhesive labels, only the disc case will be

labeled

e Always transport and store discs with the protective jewel case
e Always store discs vertically (book style)
e Always avoid exposing discs to sunlight, extreme temperatures or humidity

Roles and Responsibilities

Role Responsibility

Gather pertinent files and materials, ensuring that folder structure and file naming is correct
Project Notify DM/GIS when ready to archive once per year
Manager Work with DM/GIS to facilitate the archival of data originating from outside sources

including collaborators

Data Manager

Maintains physical supervision and maintenance of protected storage area/safes at Twin
Creeks

Responsible for archival of permanent data,;

Work with Project Manager to facilitate the archival of data originating from outside sources
including collaborators

GIS

Maintains physical supervision and maintenance of protected storage area/safes at Twin
Creeks
Responsible for archival of permanent, park-wide GIS data

Performs portion of archival of project data that is housed on remote, enterprise databases
upon natification

Work with Project Manager to facilitate the archival of data originating from outside sources
including collaborators

Park Librarian

Catalog and store CD/ DVD

Contact Information

Great Smoky Mountains National Park
National Park Service
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Gatlinburg, TN

Kendra Straub
Data manager
(865)436-1703
Kendra_Straub@nps.gov

Thomas Colson

GIS Specialist
(865)436-1701
Thomas_Colson@nps.gov

Attachments
None
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